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Are you protecting your Personally Identifiable Information on social media? 

Over 2.5 quintillion bytes of data are created each day. Much of this data consists of information that would allow 
people to be personally and individually identified also known as PII (Personally Identifiable Information). 
 
There are currently over 2 billion active Facebook users. Every minute, approximately half a million snapchat users 
share photos while Instagram adds another 50,000 photos to that total. There are half a million tweets sent every 
minute. The amount of personal information that is being exchanged each day is staggering and growing. While we 
share our personal information, there is growing concern with how that information is being gathered, stored, used, 
and shared at scale.  In today’s digital economy, your personal information is the new currency. 
 
Your preferences, likes and dislikes, and facts about you, when bundled up with thousands of other people, all help 
marketers and businesses refine their products and services. Also, deceitful or deceptive persons, groups, and 
organizations posing as benign entities, gather information that can be used to commit fraud.  
 
Almost always, what you post is never deletable, it lives forever, to be used by unscrupulous individuals to commit 
fraud. Simple answers to benign questions build a profile of you. PROTECT YOU IDENTITY. BE CAUTIOUS 
WHEN PUBLISHIING INFORMATION IN THE FOLLOWING CATEGORIES: 
 
Personal Descriptors: Named age, place of birth, gender, weight, height, eye/hair color 
Ethnicity: Race, color, national/ethnic origin 
Health: Physical/mental disabilities, family/individual health history, health records, blood type, prescriptions 
Financial: Income, transactions, purchases, spending habits 
Employment: Employment history, evaluations, reference interviews, disciplinary actions 
Life: Character, reputation, personal characteristics, social/marital status, religion, political affilitations/beliefs 
Education: Education history 
 
Be cautious of groups asking innocuous questions such as, “Where were you in 1972?”, “Do you remember your 
mothers birthday?”, “What was your first car?” These may be subtle, harmless questions, but each answer provid-
ed builds a profile of your personal information. Do you really know who is asking these questions? Are they selling 
the information to a third party? Do these answers have any relationship to passwords you use for secure websites 
and accounts??? 
 
What should you do if you suspect your personal information has been compromised? 
 
If you suspect that your personal information has been compromised, you should take immediate action to protect 
your accounts and limit the damage. This includes changing your passwords, monitoring your credit report, and 
contacting the relevant authorities. 
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